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3 • Mall C o vers and Intercep ts 

( ^ Mail cover operati ons : A mail cover, as defined in 
U S Fostal Service regulations, 14/ is an inve& „*; VC 
technique that involves the recording of any data gat 
appear on the outside cover of any class of inarl, incruamg 
the name and address of the sender and addressee App 
pnt-iv bv analogy to physical surveillance (see Part * . 

infra) courts have held that mail cover operations of thi. 
|^fF“do not infringe Fourth Amendment rights and do not re- 
quire judicial warrant . 15/ The Postal Service regulations . 

also define mail covers to include the opening and i 
snectionof any mail other than first-class mail. Under 
Fv parte Jackson 16/ Fourth Amendment protection applies 
l RfiHejrSrseiTed packages. . . closed against anspec- 

- t3 - on By statute and implementing regulation.,, only 

first-class mail is "sealed against inspection; 17/ a e 
„ mail classes may be inspected in the Postal benic . 
discretion. Thus, the theory is that by choosing to em- 
olov other than first-class mail, the sender foregoes any 
expectation of privacy and, hence, any Fourth Amendment- 

protection . 

Despite the apparent absence of any Fourth Amendment 
restrictions on mail cover operations, abuse of the Lcch 
niaue clearly is, or should be, a matter of concern lor 
example 1 it is conceivable that the technique could be 
fimnlnved as a means -- albeit imperfect — of identifying 
the names of members of, or sympathizers «ith unpopular 
r,r»1 i t-i eal or social groups, possibly -- by analogy w ua-o 
liFp NAACP v. Alabama — infringing on First Amendment rig i s 
and certainly tbbdhing First Amendment concerns. 18/ 

Postal Service regulations allow institution of mail 
covers only on order . of the Chief Postal Inspector or his 
specified delegate, and only when, inter alia, written 
reauest is received from any law enforcement agency speci- 
fvinv "the reasonable groups that exist which demoxistrate 
Se Lil cove? is necefsarf to (A) protect the jatxonal 
security (B) locate a fugitive, oi (C) obtain information 
regarding the commission or attempted commission of a 
crime." 19/ "Law enforcement agency is defined as any ^ 
authority ~of the Federal Government or any authority of a 


14/ 39 CFR § 233.2 . 1 0 H v 9r1 , oo fcA o 

T5/ E.g., Lustiger v. United States , id 6 F.2d 13Z fUv J, 

1967) “ ’ ~~ ~~ 

16/ 96 U.S. 727, 733 (1878) 

W/ But U see C Cohen 6 v 3 United State s, 378 F.2d 751 (CA 9, 1967) 
19/ 39 CRF 233'. 2 (cl) 
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l° C ?l S^niment one of whose functions is to 
commission or attempted commission of 
c?P Stltut:Lr { g a crime" -- a curious definition, 
nee the grounds tor mail covers are not confined to • 
law enforcement purposes. 20/ The regulations contain 
no definition of the term National security.” Mail 
covers instituted for criminal law enforcement remain in 
M - 3 « da yfj. but may be extended for additional 

in £ y >C! i '-tdii . National security" mail covers remain 

Chief Postal ?nspe“or. 0t 12 ° ^ UnleSS extcn * d b 7 the 

In light of the possibility of abuse in employing; mail 

a?r s h h t e h Central uf r ° bl ^ S P resented by the existinf law \ 
are. (1) the possible ambiguity as to which federal agen- 

^ ^ request mail covers; (2) the lack of any deftni- ' 
in tbf national security;” and (3) reposing 
Postal Inspector exclusive responsibility 
for controlling the propriety and duration of mail covers 
especially when employed for national security purpSsIs 

ffibl intercepts and opening : The Stipreme Court has 

packages d tha J f: Lrst ~ cL ? sS mail — "letters and sealed 
packages, .closed against inspection” is subject to 

linn ^v»r I?en ' T P rotect i° n - 21/ Fourth Amendment protec- 
all f? urse > depending on circumstances. Thus 

ori S in ftxng outside the United States is sub ject * 
to customs examination, at least when there is reasonable 

traxy to law PeC pre hat m CO £ tains merchandise imported con- 
y ar y la ™* . Presumably, however, first-class mail ori^inat 
xng in the United States would be protected by the Fourth 
Amendment even after it has left the territory of the Un:i ted 

obtained therefore, a judicial warrant must be 

obtained before opening any first-class mail originating 

n the United States or, except for the purpose of customs 
inspection, outside the United States. Moreover, there re- 
mains some question whether mail may be searched for criminal 


20/ 39 CFR § 233.2(c) (4) 


21 / Ex par te Jackson, 
397 U.S. 27j9“(1970 f~. 


supra; United States v. V an Leeuwen . 
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law enforcement purposes -- even with a warrant -- if 
it contains only writings evidencing crime, rather than 
contraband or criminal instrumentalities. 22 / 

Logically, however, the foreign intelligence exception 
to the warrant requirement recognized in the Brown and 
Butenko decisions would seem, to apply as much to mail 
openings as to electronic surveillance. Thus, as a con- 
stitutional matter, the search of first-class mail, at 
least that originating from foreign powers or their agents , 
presumably would be permissible if there is reason to be- 
lieve that it contains foreign intelligence inf ormation, 
and if the primary purpose of the search is to obtain such „ 
information . . 

There are, however, strict statutory restrictions on 
first-class mail searches. 18 U.S.C. § 1703(a) prohibits 
postal employees from "improperly” opening or allowing 
others to open first-class mail, and prohibits all other 
persons from opening first-class mail "without authority." 

18 U.S.C. § 1702 prohibits taking letters, packages or postal 
cards from the mails "with design. ■ . .to pry into the busi- 
ness or secrets of another" and also prohibits the opening 
of such mail. . Both provisions carry criminal penalties. 

The qualifying phrases of § 1703(a) and, by necessary impli- 
cation, § 1702 must, however, be read in light of 39 U-.S.C. 

§ 3623(d) which defines when and by whom first-class mail 
of domestic origin may be opened. The section provides that 
no first-class letter of domestic origin "shall be opened 
except under authority of a search warrant authorized by 
law, or by an officer or employee of the Postal Service 
for the sole purpose of determining an address at which the 
letter can be delivered, or pursuant to the authorization 
of the addressee." Thus, even though opening first-class 
mail, originating in the United States, for foreign intelli-. 
gence purposes may be constitutionally permissible without: 
warrant, such warrantless searches may be prohibited by 
statute. 

The present legal framework raises, therefore, the 
following ambiguities and questions: 


22 / The Supreme Court left this question open in Warden v. 
llayden , 387 U.S. 294, 302-03 (1967); the Second Circuit, how- 
ever, has rejected any limitation on the type of material 
subject, pursuant to warrant, to search and seizure. Unite d 
States v. Bennett , 409 F.2d 883 (1969). 
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(1) With respect to first-class mail originating 
outside the United States, may searches be conducted 
without warrant for foreign intelligence purposes. 

This question turns on whether § 1702 and 8 1-703 should 
be read as exempting constitutionally permissible searches 
from their prohibitions. Moreover, whether a search is 

or is not constitutionally permissible may depend m 
major part on whether it was properly authorized. - 

( 2 ) With respect to mail originating in the United 
States should § 3623 be read to preclude searches proper- 
ly authorized by the President and constitutionally per- 
missible, without a warrant under Brown and. 

If § 3623 does preclude such searches, does Congress have 
the power so to restrict the power of the President? 

The Criminal Division of the Department of Justice 
currently has these issues under study m connection with 
inve s t i gat ion s of the legality of the CIA's mail opening 

operations between the early 1950 s and 1973. 23/ Uo de 
cision has yet been reached in these matters For pros pec 
tive purposes, however, the problems lie m the ambiguity 
of the statutory scheme. Moreover, it must be recognized 
that apart from the substantial constitutional, and statu- 
tory questions , searches of .letters and documents in the 
mails even if legally permissible, are a particularly 
abrasive infringement of privacy, and there is a need for 
standards and controls to govern their use. 


23/ See Rockefeller Commission Report, at 101-15 
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